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wpa/wpa2-enterprise is a two-way encryption protocol. when a client (another computer
on the network) tries to connect to a wpa/ wpa2-enterprise network, a handshake
occurs between the client and the access point. during the handshake, the client and
the access point exchange encryption keys, known as the key information packet (or
kip). hackers use these handshake packets to decrypt the traffic and thus gain access
to the network. it is possible to capture these handshake packets using network sniffers.
in order to capture these packets, a hacker must first obtain access to the computer
that is trying to connect to the network. the second part of the attack is to obtain
access to a network with which the client is attempting to connect. this is not an easy
task, as it requires hacking into a computer. successful cracking wpa/ wpa2 -psk
requires access to the handshake packets. this is accomplished by capturing the
handshake packets from the client computer, decrypting them and then attempting to
crack the encryption. the attack is known as a dictionary attack. dictionary attacks use
a list of all possible wpa/ wpa2 passphrases, and try to crack the encryption for each of
the passphrases. the wpa/wpa2-enterprise handshake packet includes a field called
802.11i, which specifies some additional security features for the encryption. this can
make it more difficult to crack the encryption. the 802.11i security features are called
the 4-way handshake, reserved mac addresses and wep. the reserved mac addresses
are an essential part of the wpa/wpa2-enterprise handshake. they are the destination
mac address and source mac address of the wireless frames sent to and from the
access point.
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